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oo, five “plambers” broke
o Natonal Headquariers
sate Office Build-
defoctive eleetronic Hs-
o device. They caime in the dead of
nic bt Lecause they wanted to plant an-
other cavesdropping device disguised as
4 smoke detector—dificult to do when
snvone was zround. Tedry, though, ad-
vaneed “bugs” wre so siaall that they
can casually be salted in an office by a
daytime visitor with little 1isk o Jotec-
tion. Had the White House plv bers
squad used such bugs, Richerd M. XNixon
might have finished his term as Presi-
dent and G. Gordon Liddy mizht not
fone be zesociatea with a Niles (I11Y com-
pany that bears his name and specializ
in debuiring corporate offices.
Counterbugging services aie a fast-
growing business, trading on the fears
of executives and corporate securiy of-
ficers that modern mi-y— T
croclectronies
coy 1S :
ingly exploited to steal:
company secrets. With;
today’s semiconductor;
lechnology, tiny radio
transmitters with micro-
phones the size of a
"‘match head can te hid:
den in  pens, hook
spines, coat hangers,
even picture hooks in a
wall. “The trick to bug-
ging is to make it look
as if it’s not a bug”
says Harry A. Augen-
blick, the president of
Microlab/FxR, which
makes a bug-spotting
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cvstem cailed SuperScout. Adds Carmine
0. Pellosie Jr., vice-president of ces
Compmunications Control Ine, a New
Yorlebosed mar! £ high-toch” re-
ety Covieest ‘o g is a voiy e
thing to do.”

Herd o prove. No one knows for sure
how much industrial bugging rcally
pocs on, but many sceurity ensul-
{onlg—-vhose cpinions are priheps bi
need--taointain that it is cpreading
swiftly, Field agents of the I laed Bu-
reau of Invirtigation agice to a point,
although agent Johnnie Gibson at FEI

headquarters cautions that it canaet be .

proved beezuse no specific data on bug-
oing erimes exist. Inoa reccnt coavey,
corperate’ security ¢.ceutives! over-
whelmingly termed broging a thrert,
and almost half of them felt that at lecst
£0,600 to 100,000 bugs had been planted
in businesses within the last five years.

= “Indurtrial espirnare [has teen goingj

iilv over ihe years,” assert Da-
WhiTers, an aerospace
nd former communieitions re,
archer at the Central (n:.iligence
Kgency. He believes that as much mon-!
ey 1s spent on industrial espionage as on’
the combined surveillance efforts of fed-
eral, ~iate, and local law enforcement!
agencies. For industry, Watters figures’
that the total vearly bill for salaries,
cquipment, and cxpenses comes {0 “hun-
dreds of millions of dollars.”

On the other hand, just as many com-’
pany security officers believe that there
has not been any dramatic growth in
buirging, despite the advent of ultramin-
ialire transmitters. The perception that
it has grown, these officers contend, is
the result of better counterespionage
mez ures that are catching more indus-
{rial spies. But the claims of corporate
sccurity people also may be biased, since
an upward trend in industrial espionage
could be taken as cvidence that they
were not doing their jobs.

s¢

‘

Souvenirs and cigars. Not surprisingly, no.
corporate security officer interviewed by

BUSINESS WEEK would discuss his own

experiences. and many refused to be in-

terviewed. But some of them did relate

“ganitized” crce histories that have be’

come foiklore in the werld of corporate
secnrity:

= Couy

I
events

ses often commemerate specaar
and successful ventures with
plagies or other souvenirs. Une enire-

¢ duty In plste statues piven to

sar future business, he secreted a bug.
- The pro ident of one company grew
increzsing - swepicious - hen his compet-
For kept o Luitting bids a eliver l\r:"io\\‘

STAT

. N Lorsy v
vour figured the memeuntes could do

1 . e e :
while parfners who might comnpete

his owvn. One duy he ainplied his humi

dor, looking for a bug, but found noth
ing. Later, he learned that it was in a
cigar on the bottom. .
© It can be almost im-
vwible to discern indk
vidnel comment
a crowded meeting b
canse couventional hogs
relay monzural signals.
Sc one eavesdropper
planted a steres trans-
mitter in his compett
tor's boardroom.
Although it e illegal
to ke, sell, or even
possess eavesdropping -
devices in the U.S..,
they are not hard to ol !
tain from overseus man—\
ufacturers. In West Germany, for exam-*
ple, using hidden listening devie: s ake
forbidden—-but making them is j .» fectiy
legal. A half-dozen companies scll 12,48
to 14,000 bugs a year, marked “for ex-
port only.” Frankfurt-based Target Elec-
tronics supplies the duty-free shop at the
nearby international airport with sophis-
ticated bugging devices that list for as
rnuch as $300. Experts estimate that up
to half of all the bugs used by U.S.
industiial spies come from abroad.
Even in the U.S., one can legally buy

“wireless transmitters that are only a bit
‘bigger than real bugs. Radio Shack

stores, for instance, carry a model about
the size of a small cigarette lighter for
$35. As long as such transmitters are
billed as “wireless microphones” or elec-
tronic “babysitters,” selling and owning
one is legal. An accompanying brochure

_warns against surreptitious use. Even

without a ready-made unit, says Pellosie
of ccs, “a high school electronics stu-
dent could build on=» for $12,” using off-
the-shelf parts.

While security experts dehate whether
the growth of bugging is real or an iflu-
cion. no one ¢isputes that the fear of

L ~ONTINTUFED

Sanitized Copy Approved for Release 2011/07/11 : CIA-RDP87TOO623ROOO300140006-4

ERE
g



Sanit

ey SR A 51 BT T TR T PRI T L
J R

Fear of industrial cspionage
has prompted a boeniing

husiness in coil STIUCS

Leing bugged is soaring—sometime s to
the peint of paranoia. “Everyone 1s con-
cerned about the possibility,” says the
cecurity officer of one multinational cor-
pm:atio.n. “\We hawe never found a bwg,”
e : 4ds, “but we're sure they're there”
“nse ence policy. That sense ¢f insecurity
has spawned a booming ar hug busi-
ness. Five-vear-old ccs notched $30 mil-
lion in revenues last year from such
equipment as ‘‘bionic briefcases”
crammed with counterbugging gear.
Among the buyers were 50 foreign gov-
ernments. G. Gordon Liddy Associates,
formed 17 months ago by Thomas E.
Ferraro, has already branched out to six
more cities and expects to collect $10
million on debugging eguipment and
consulting fees this year. “Ten years
ago hardly anyone was in this business,”
muses Francis G. Mason, president of
F.G. Mason Engineering Ine, a Fair-
field (Conn.) antibugging specialist.
“Now there are hordes.”

Although bug-detection technicians
admit that they find evidence of eaves-
droppiug no more than 20% of the
time—-even 1 bug in 100 sweeps, at $800
to $20,000 each, is not uncommon—many
companies believe the expense is a nec-
essary prevention. “It's an insurance
policy,” says the chief security officer at
a major bank.

Among the more sophisticated sys-
terns is Microlab's $18,000 SuperScout. It
broadcasts a special signal that causes
any semiconductor near the “vacuum
cleaner” head to resonate; the unit then
detects the resonant signal from the
chip. Microlab hails the SuperScout, orig-
inally developed for the government, as
the first sweeper capable of spotting
hugs that are not transmitting—even
those whose batteries are dead.

Other companies specialize’in counter-
intelligence equipment designed to pre-
vent or deter eavesdropping. Dektor
Counterintelligence & Security Inc. in
Savannah, Ga., sells 3 machine that
picks up the presence of hidlen tape
recorders. For about $300,000, Keene
Corp., of Norwalk, Conn.. will install
electronically shielded walls around a
conference room or office. There are
“pink noise” or “white noise” machines
to mask conversations by showering a

room with background noise resembling.

gently falling rain.

Felse confidence. Many debupging ex-
perts {eel that anxious, vncritical execu-
tives are often being hilked. Rozer
Tolces, en industrial sccurity cv:-:pcxtain
Hollywood. Calif., notes that severa] se-
curity-hardware companies sell a gadget
for telephones that is supposed to signal
a phone-line t2p by lighting up. “But I
could bug vour phone 2ll day, and your
light wouldn't go on,” Tolees insists.
“Seventy-five percent of the equipment .
Leing cold is junk.” ' i

Even good equipment may give a
false sense of confidence. A determined
eavesdropper can break through an elec-
t:onic room shield simply by drilling a
hole in the wall. He could foil the Su-
perScout by wrapping the bug in alumi-
pum foil or sticking it inside a2 word
processor where its presence would be
masked ‘by the machine's own semicon-
ductor chips, notes Joe Wilson Elliott, a
former Army intelligence officer who
now runs a Los Angeles security compa-
ny. And the most thorough antibug
sweep is negated if somcone plants a
bug five minutes later. .

Stil], even jaundiced security experts .
admit that the new technology has im-,
proved their end of the cat-and-mouse
game of industrial espionage. “We pivb- '
ably could 1:ot have picked up the \‘\."ater-i
gate bug with 10-yearold technology,”
says Ferraro of Liddy Associates, whose *
famous partner was off on the lecture
circuit when BUSINESS WEEK called. So
what would Ferraro advise the Demo-
crats now? “Sweep their offices cvery
day.” The cost? “We'd give them a spe-
cial deal: only about $100 a day.” u
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The most exolic cavesdropping teclnol-
ogies have been developed for the intelli-
gence cornmunity, and many of them re-
main under wraps. But what is known"™
about government surveillance methods
offers a chilling glimpse of the future of
industrial espionage—if the private sec-
tor decides it can afford the cquipment,
For example, remote eavesdropping
via Jaser beams climinates the risk of -
entering g roomn to plant bugs; instead,
the snooper points a leser at a window
and records the otherwise imperceptible
vibrations in the glass caused by the

sound waves fiein the conversations in-- -
.&ide. But it takes a canputer and soplis- .

ticated processing equipment to regener-
ate sound from the window vibi:iions. )
""The technology is here,” says Carmine -
0. Pellosie Jr., vice-president of New
York-based ¢cs Communication Control

.Inc., “but nobody [in industry] sp-:.ds $1 .-

niilion to overhear ‘onversalior -
can pick up for §50.”- - : .
Clever Instaillaiion. The bugging schemesy

ﬂ]ey -

‘that the experts admire are those that =

ingeniously get around a bug’s major
limitation: power. The new microbugs <
may be easy to hide, but thcir tiny bate'io

teries do not last long—a few horis of -
-transmitting time, spread over perhaps -

two weeks by turniag the bug off as
much as possible. So top honors go-not ..
to the smallest lings but to those that -
are cleverly installed to work off their
victim's electricity. The classic “para-

Oy e e e e oy
Sk
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site” cece: the first bug wired to a light
switch, ot only eliminating the need for
hotteries but also saving the ¢ vescérop-
per from listening to an empty room
after the lights were flicked off. -~ -
The parasite-bug tactic has since heen

‘adapted to other kinds of elec!: cal hz:d-

were—the _headphones_of a s cretary’s.

transeription machine, for example. (One

counterspy whimsically suggests a
black-market trade name for such head-
sets: Bugman.) Pellosie nf ¢CS cautions
his clients: “Beware of ' ny gifts that
plug into the wall.” :

An early precurior of today’s laser -

systems was used by the Russizns three

. decades ago, but probably still would be
. too expensive for industrial spies. In

1952 the Soviets presented a wooden
plaque of the U.S. seal to the U. S..am-
bassador in Moscow: Flattered, tne am-
bassador hung it on the wall after a
thorough inspeetion revealed no trace of

-~ruything remotely resembling a bugging

device, but only a hollow metal cavity.
The eagle reportedly hung there for six
years before U.S. experts figured out
its secret: If a microwave radio beam of
a certain frequency‘weic aimed at the
plaque, the hollow cavity became a reso-
nating chamber that echoed*conversa-
tions in the room. Wi i special mdar—]ike,
gear, the Soviets could bounce radio’
waves off the plaque fromia building
across the street and listen to .the am-

bassador’s conversations, .-.~f ... %
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